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ABSTRACT

Within justice and public safety, the adoption of business intelligexsoeell as data analytics
technology and techniquds advancing rapigll Thiswhite paper introduces predictive
analytics, one of the newdevelopments in data analysis, and its application in several justice
and public safety areas.

Predictive analytics is playing a key role in improving the ability to anticipate eveotder to

be proactive in many areas today, such as weather forecasting, supply chain lagitics
consumer marketing, and is now being adapted for use by justice and public safety agencies.
With so many agencies facing budget pressures and reductipessonnel, the potential for this
technology to help justice professionals work smarter and more effectively is gaining interest
rapidly.

The purpose of this white paper is to clarify the meaning and intent of predicting future activity
in the justice ad public safety domain, provide insight into what predictive analytics can deliver,
and highlight examples of predictive technologies being used in this environment today.

Specific attention will be paid to a relatively new approach to manpower deploymntawt
enforcement referred to psedictive policingand how predictive analytics technology is
supporting these programs in several cities today.

1JIS Institute, Emerging Technology Advisory Committee Page ii



I Predictive Analytics

CONTENTS

INTRODUCGTION ...ttt ettt ettt e s e e e e et ta e s e s e e e e aatba e e s e e e s e e aas s s eeeeesaesaaaassaeesaessssnnsseeeessnnssssnnseeeanans 1
WHY PREDICTIVE NOW? .ottt e ettt e e e e e e et tet e e e e e s seaattaeeeeaasesaastssasseaaasesanssssaseaasasesasstssnsseeeesaannes 2
PREDICTIVE POLICING AND LAW ENFORCEMENT APPLICATIONS OF PREDICTIVE ANALYTICS .....ouuceeereienes 2
SPREADING THE WORD ABOUT PREDICTIVE POLICING......cieieiiieieieieceieseesses s ee e e s ss s s e s e s ss s e s s s s s 6
RECOMMENDATIONS ...ceiieieieiettieiteeteeeeeeeeeeeeeeeeeeeeeeeerereeeeae e et eeeeeeaeerrereaeeeessnsnsssssssssssssssssssssssssssssssnsssnsnsnsnnes 9
L0011V 1] 10
FOR FURTHER INFORMATION .....cttttttttttteteeeeeeeeeeeeeeeeeeeeeeeeeeeereeeeeeeeeeeeeeeesereeeeererereeeemmemmremermmmmmmmmmmmmmmmmmmsmnmnnes 10
ABOUT THE HIS INSTITUTE .ttt ettt ettt e e e e s s ettt e e e e e s embn bt e e e e e s e sannrnneeeesesenannns 11
About the 1JIS Institute Emerging Technologies Advisory COmMmMIttEe ..........cccvvvevievecicie v 11
Table of Figures
Figure 1: Predictive modeling map depicting potential crime hot SPOtS........coccvvevciiiiiiiniieiiiececeeeee, 3

Figure 2: A graphical depiction of proactive force deployment using predictive analytics. Predictive
analytics is shown here as both a planning and tactical law enforcement tool. .......ccccccooviiiieeieiiecnnneee, 5

Figure 3: A visual depiction of several predictive analytic USE CaSes........cccvuveeirciiiieiiiieei e eseee e 8

1JIS Institute, Emerging Technology Advisory Committee Page iii



I Predictive Analytics

INTRODUCTION

One goal of our criminal justice system is to reduce crime, which requires planning and
corrective actions to prevent criminal behavildre goal of information gathering activities is to
uncoverpotential threats in time to take action to prevent them. But the patterns that point to
these behaviors and threats are often hidden in massive amounts of data. To meet this challenge,
one form of information analysispredictive analytic$ is particulrly useful. Predictive

analytics solutions apply sophisticated statistical, data exployamoihmachindearning

techniques to available information in order to help agsnencover hidden patterns argden

in large, complex datasets. Information thas value in predicting threats, behaviors, and
outcomes resides not only in huge files of structured Hataalso in vast amounts of textual or
unstructured dataincluding narratives,mail, and wekbased content such as blogs and social
mediai thatagencies must evaluate. By using predictive analytics, agencies can anticipate what
types of intervention will be needed and where, enaltfiam to plan rather than reastd make

the best use of available resources.

In contrast to more traditionalles-based analysis and detection methods, predictive analytics

can identify relatively unusual behaviors, even those with subtle differences that other methods
often miss. Predictive analytics techniques explore and learn from all dimensions of data, thus
allowing analysts to combine human knowledge, divahd experience, and intuition to guide the
application of analytical techniques. Because predictive anagftas for the combination od

wide variety of data dimensions, types, and sources on an gnigasis, iis possible to quickly

and reliably detect inadvertent signatures, or subtle characteristics, of hackers, criminals, or even
terrorists.

Predictive analytics is being used today in several justice and public safety domains

x In corrections andagrole/probation, predictive models have been developed to more
accurately predict behaviors and intervention outcomes, resulting in more effective
rehabilitation and reentry with measurable reductions in recidivism.

x Several law enforcement agencies hawpleyed predictive analysis to more effectively
deploy resources in area$ere,and at timesvhen,crime is most likely to occur.

There are many other candidates for the application of predictive analytics, such as aiding in
border security and immigratn, preempting insider threats, or identifying fraud and money
laundering, where so much of the pertinent information is hidden in substantial amounts of
external dataAdditionally, in the bio surveillance arenaredictive analytics may be valuable in
looking at public health preparedness and response, wiitetblecior naturaly-occurring events
(disease outbreaks) due to acts offerrorism.
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WHY PREDICTIVE NOW?

Making predictions about potential criminal activity or program outcomes to determine an
appropriate proactive orgventive action is nothing nesop why has the terpredictive

become so prevalent in public safety recenily® due in part to the emergence of new

technologies that improve predictioog combiningthe knowledge and intuitn of experienced
practitioners with todayodés processing power e
of data from widely disparate sources.

AW th faurnrmolslti on records on file, it simply wou
datamanually in an attempt to identify those factors that may mean a prisoner is likely to
reoffend, 0 sai d ai$pdk &dMmnignd &f dostiscfalsornotingtthat, U

fipredictive analytics technology provides us with valuable insight ifiémdér data which helps

us to predict who may reoffend and enables us to advise on preventative measures, such as
appropriate programs addressing offlssnder beha
includes analyzing and modeling data on individdgdraler circumstances such as

accommodation, education, relationships, financial management and income, lifestyle and

associates, drug and alcohol misuse, emotionathvedtig, behavigrand attitudes.

IT systems would have struggled to ingest this amotidata for reatime andysis just a few

years ago, bubday the latest in predictive analytics technology can also extract meaningful

data, such as external enabling factors and trigger events, from unstructured information sources
such as case narrads, news feeds, and social media.

How far out into the future can/should you preditkfat depends on the scope of the program

and the models built to supportlit.an organization is conductingng-term planning fofacility
needs, hiring programer the like, predictions can be made looking at annual trending and
known events years in advan@n the opposite end of the spectrum, there are police
departments that have developed predictive modeling programs which enable personnel
deployment decisionsdmed by time windows of a few hours and locations to within a few city
blocks.In between these strategic and tactical applications, agencies have developed predictive
indicators to support weekly and monthly resource planning decisions, which can be used
support flexibility in geographic coverage and other staffing and skill requirements.

PREDICTIVE POLICING AND LAW ENFORCEMENT APPLICATIONS OF
PREDICTIVE ANALYTICS

Police departments have made great strides in recent years in adopting businessdetelfige
analytics technology in support of intelligerdeel policing.Now, many agencies are looking at
predictive policing programs to further enhance their effectiveness in reducing crime while
facing the budget constraints that have curtailed the hafimgw officers, orin some cases,
reduced the size of the patrol force.

l't usually takes years for police officers to
evencrime patterngn the patrol areas for which they are responsible. Buadioption of
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predictive analytics software compliments exp
officers to wield veteraiike knowledge.

Perhaps the earliest experiment in predictive policing using predictive analytics software was
conducted irR005.The RichmondVirginia) Police Department developed a program using

predictive analytics to support patrol resource deployment decisions in small time intervals, and
put it to the test during a ti me EvelBgt hi stor.i
plugging historical crime data into the software, this department generated forecasts that

pinpointed where officers should be most strategically positioned to prevent Thiemtest was

a success, as evidenced by the big drop in crime that thghumber of weapons seized

increased 246% and random gunfire incidents decreasedM@Ptbecause the department was

able to more efficiently deploy its resources, it saved $15,000 in overtime costs.

RichmondPolice Departmerdeployed predictive analgs in other areas of the department as

well. By analyzing police dispatch data, the software helped the department build effentive

term deployment plans for specialized tactical units. For example, predictive analysis helped one
unit identify certamn types of property crimes that were likely to escalate into aggravated &ssault
and then developed predictive policing strategies in response. The unit also developedegredictiv
modeling tools to expedite going investigations, many of which were thsensitive and

required quick action to capture suspects.

o8l

Done Conditions: @ ALL O clear O Ptcldy O Mocldy O Mosunny O Cloudy O Lgt Rain O Fog
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FIGURE 1: PREDICTIVE MODELING MAP DEPICTING POTENTIAL CRIME HOT SPOTS.

Another early adopter of predictive analytics technology is the Menipemessedyolice
Department (MPD)Me mp hi s & pr ogr am, (GlimimabReducti@éhlUtiengCRUSH
Statistical History)is about gaining advantage through insight and agility. At the heart of it is an
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analytics model that incorporates fresh crime datafromsoarc t hat range from th
records management system to video cameras monitoring events on the street. In the realm of
crimefighting analytics,h er e 6 s a f i n eterkestingaad theactiomablesltns t h e

strength in the latter that makes BORUSH stand out from other initiatives. Blue CRUSH lays

bare underlying crime trends in a way that promotes an effetdsteresponse, as well as a

deeper understanding of the longemm factors (like abandoned housing) that affect crime

trends.

At the precinct level, looking at multilayer maps that show crime hot spots, commanders can see

not only current activity levels, but also any shifts in such activities that may have resulted from
previous changes in policing deployment and tactics. At eachiyweeleting, commanders go

over these results with their officers to jud
in the coming week. They might see, for example, how burglaries are down in one ward, but up

another, othatthieves are stealingar s i n one ward and dumping th
striking, says Larry Godwin, form@&iPD director ofpolice services, is the granularitf. We 6 r e

catching this i mmediately and weoOre doing it
abletoshif of fi cers to a particular ward, on a par
bit |1 ke a chess match and 1 tdés enabling us t

Both of these cities have seen marked improvement in operational efficietiey

corresponding drop in violent crime through the development of predictive policing programs
supported by predictive analytics technologiso important in the currepfiscally-restrained

environment is thathe jurisdictionsaccomplished these rdss without a corresponding increase

in patrol headcountet another similarity is that both agencies achieved their success through
partnering with academia to collaborate on predictive moBelRichard Janikowski, a

professor otriminology at the Wiversity of Memphis, worked witthe MemphisPolice

Departmento put into practice the simple yet powerful principle thgtyou focus police

resources intelligently by putting them in the right place, on the right day, at the right time

good things ar going to happerY, o u 6 | | either deter criminal act
p e o pJarekowski, whoisli r ect or of the Universityds Cente
Research, went on to sdyhe 30 percent reduction in crime the MPD was ab&elieve

through intelligent policing is not just a number. There are thousands of people who did not
experience crimes, who didnét have a gun put
makes a big difference in peopleds |ives. o0

More recenexamples of predictive analytics aiding predictive policing strategies in cities such
as Los Angeles and Santa CrGalifornia, have provided operational examples of officers in the
right place, at the right time, informed for improved situational awaegene

The Santa Cruz and Los Angeles programs were also developed through partnerships with
academic institutions Santa Clara University and UCLA respectivdiather than using
commercial off the shelf (COT®yedictive modeling software, thenique approacBanta Cruz
used was to adaptprediction model built to forecast the location and timing of earthquake
aftershocksThis adaptation of an existing prediction capability for seismic activity to predict
property crime was based on research that showed these activities had similar patterns of
predictability, and there has been early success reported.
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FIGURE 2: A GRAPHICAL DEPICTION OF PROACTIVE FORCE DEPLOYMENT USING PREDICTIVE ANALYTICS. PREDICTIVE ANALYTICS IS SHOWN HERE AS BOTH A PLANNING AND TACTICAL LAW

ENFORCEMENT TOOL.
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SPREADING THE WORD ABOUT PREDICTIVE POLICING

In recent years, gatherings have begun related to predictive analytics in law enforcement,
including2009's Predictive Policing Symposium in Los Angef@slifornia At this symposium,

John Morgan, Ph.D. (formerly ¢iie National Institute of Justizgresented a working
definition of predictive policineggyoriaéticteadl i ct i v
develops and uses information and advanced analysis to inform fetivigkohg crime
prevention. 0

Whil e concise, this definition doesndét expand
strategiesln definingpredictive policimg, one of the most interesting and compelling
applications for predictive analytics, it 6s i

relative to whicht is often compared: hot spot adaptive policingHot spotadaptivepolicing
typically uses crime data alone, mapped and timed for effective patrol deployment, but usually
does not incorporate large, disparate dataset analysis and statistical modeling using external
enabling factors and trigger evemslaptive policing §, by definition, reactive to already

identified crime patterns or trends already in play, whereas predictive policing incorporates
forwardlooking, proactive plans intended to prevent rather than react.

The capabilities made possible by COTS predictnedydics technology expand the possibilities

of hot spot policing since it enables the ingestion of significantly more data from widely diverse
sources, identifying patterns and making predictions that would most likely be undetectable
using traditional mihods.Predictive modeling software also enables risk assessment and the
scoring of event likelihood in order to evaluate strategies in resource deployment and the
potential for successful outcomes.

During the Predictive Policing Symposium, participanssualssed many potential uses for
predictive analyticsThe list contained over 40 possible uses within law enforcement alone.
Here is a select subset of the list, in no particular order:

Time and location of future incidence in a crime pattern or series
Identification of individuals who are likely to reoffend

Drug market displacement (i.e., where next open air drug market will pop up)
Disorder and environmental variables

Likely impact of specific operations

Patrol staffing and resources allocation

Early identifications of career criminals

Identification and analysis of crirrone events and locations

Travel of serial offenders

Predicting acts of terror

Precursors and leading indicators to crime (includingaimrious predictors)
Design of spacegconomiadevelopmentpolice/security resource allocatipn
infrastructure protection

x Risk for excessive usaf-force, discipline

X X X X X X X X X X X X

1 hitp://nij.gov/topics/lawenforcement/strategies/predictipelicing/symposium/pages/technidadeakout.aspx#usevalue
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Several of the use cases suggested in this list have already been evaluated with early success in
limited scope tests of predictive dyi&s. In one southwestern.B. police department, COTS
predictive modeling software was used to ingest and correlate vast and disparate historical crime
and incident data along with many years of weather data, city esedtsther calendar and
locationdata, paydaysnd moreThe model revealed navbvious correlations between these

events and identified potential enabling events and trigger factors that would be useful in
predicting, or preventing, criminal activityhis model was then tested agaitst!f to gauge its
accuracy and was determined to be 75% accurate in predicting when and where specific crime
types were likely to happen down to a patrol area and Elgjétally interesting was the success

of this program in predicting where crime was hikely to happen to a 90% accuracy rate,

which can be just as useful in deciding where scarce resources may not be needed.

A comprehensive predictive policing approach should combine multiple disparate data sources,
predictive modeling, textralytics, visualization and reportinghis can result ilmproved

execution efficiency, prevention, enforcement, investigations, resource planning, intelligence
gatheringand case management.
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PD uses predictive analytics to profile crimes & criminals to
” improve solved crime rates and optimize resource usage
Johnny is arrested for breaking into a car Aspiring Repeat Offender profile

He is 15 years old and confesses that he wanted to

; f male
 belong to agroup of friends . J’And age 14-16
f t And crime =‘car break in’ ¢ g

And motive ='peer pressure’

Willhe becomea  |f YES: advise DAand Then repeatriskis HIGH > ALERT DA ¢ Crime Data
repeat offender? later parole officer?
= Crime profile 2 Team 4 /
A citizen reports a burglary Cluster ‘Bogus Official’ \ Y, p ;
Reports that her house was burglarized while she was :\B/iusri?lgryéit — . Predictive Modeling &
talking to a representative from the city council o ' Entry '\éacz s . N . forCrime Pattern g Crime record notes

t t

Does this crime resemble Do we have a team working on

N \ Detecti and call lo
- Victim “Elderly’ W e /. l@

>
Surveillance

others? Is it serial? similar crimes that we can assign
G \ itto? T ) Data
} 0 CS profile 2 No Deployment
A Break-in into a shop is reported Breakin

The perpetrators entered by breaking a window probably And Night
between 3am and 5am. Crime was discovered at 6 pm And report>12hrs

next day And entry ='broken window' )
B T TG i > And object="Commercial Property /'
' t Then probability evidence is 6% :
Does it make senseto  Is it likely that they'll 4 —=
| sendouta CSlteam?  find useful evidence? 4 L.l.ll =]
[ S Key Players Y, =
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players within a narcotlcs_rjt_efxf/?_rk _____________ . ' - Markus Haffey

FIGURE 3: A VISUAL DEPICTION OF SEVERAL PREDICTIVE ANALYTIC USE CASES.
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As depicted in the examples above, predictive analytics can build padteed models based on

historical data from a variety of sources in order to reveal under what conditions a new event will
result ina certain outcomé&his allows the user to ask questions sugliiash en t hese cond
are present again, what should we expHdtiese are the characteristics of a new event (crime,

etc.) then what is the likelihood that this event will have the sartemme®

Such are the applications of predictive analytics that can not only improve the effectiveness of an
agencyo6s | imited resources, but has the poten
well.

RECOMMENDATIONS

In evaluating thepotential for predictive analyticsonsider the following:

x Does your agency have the capacity to dedicate resources for developing and maintaining
an analyticdriven approach to public safetip2veloping predictive models and
deploying them to solvproblems and deliver results requires training and a commitment
to maintaining the focus on the initiativdodels are not static and continue to learn and
deliver increasingly accurate predictions when more data is brought intoTtherfocus
as well aghe creativity of the analyst will play a role in the success of any predictive
analyticsdriven initiative.

x For agencies with limited resources, an analytics service approach may be adequate.
Predictive analytics deployed in a cloud delivery model islavia and may provide
value with minimal staff resourcedowever, flexibility to determine data source inputs,
test new modsland algorithms, identify thehybehind thewvhat, when and whemay
be limited with a thireparty service approach.

x When conduting an evaluation of predictive analytics software, consider the ability to
extract data from a multitude of valuable sourdé®e most accurate and relevant
predictions will result when a variety of information sources can be brought torhéesar.
includes unstructured text such as case narratives, documents, newarieestscial
media sites.

x When personal information is central to the predictive analysis use casasdoch
investigations and crims&olving or reducing likelihood of recidivism, reswilg data from
the various data sources into accurate identities is critical to the accuracy of the results.
Consider predictive analytics software that accelerates the accuracy by which identity
information is ingested in order to reduce duplicates atr@ase the accuracy of
understanding the person.

x Agencies must make a concerted effort to socialize and direct adoption of methodologies
and technologies such as predictive analytics in order to increase the probability of
success.
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CONCLUSION

There are snply so many potential opportunities that it makes sense to continue to push for
broader adoption of predictive analytics in law enforcement and across all areas of criminal
justice and public safety.

Of course, these efforts often come with a cost atid thve economic conditions found

throughout the LS. and the impact it has had on federal, state, lacal tribal funding,

acquiring and justifying funds for this purpose are challengihgt said, there are often ways to
accomplish important tasks wifome creativity. As we have learned, there are partnerships to

be had with academia and other private sector ergitidsvhilesome examples have been
includedwithin this document, they are but a few of the deployments that exist nationally. Many
companies provide these capabilities and provide varied and innovative technologies and
solutions that can support solving agency business challehgeal law enforcement need not

be left out of the conversation due to limited access to funds when it dgpafitmerships with
universities and colleges with criminology research interests that have their own IT. Often, such
organizations like the idea of partnering with the community in this way. It can bewinvfor

a law enforcement agency and a univgrpioviding a needed service to the community while
faculty and students get real world proofs of concept for research and an opening of doors to an
even wider array of potential funding streams.

Then, there is the messaging aspect of predictive polktiogds. It is inportant that
practitionersbperators and policy makers alike have an understanding of the power of predictive
efforts in law enforcement, the successes already achieved, and the opportunities that lie ahead.
This paper is one of the eadieps in the process

FOR FURTHER INFORMATION

- National Institute of Justiceredictive Policing Information
http://www.nij.gov/topics/lawenforcenent/strategies/predictive
policing/Pages/welcome.aspx
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The 1JIS Institute unites the private and public sectors to improve missimal information
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government fully realize the power of information sharing.
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For more information on the 1JIS Institute:

Visit the website atattp://www.ijis.org)

Follow the IJIS Instituteon Twitter: @ijisinstitutg

Read theJIS Factor Blogand

Join us onLinkedIn at:Justice and Public Safety Information Sharin

X X X X

About the IJIS Institute Emerging Technologies Advisory Committee

The 1JIS Institute's Emerging Technoleg)Advisory Committee addressesew and emerging
technologiesn the justice and public safety domainghe Emerging Technolags Advisory
Committee develops advisory materials andductsriefings for industry and government on
these keyemerging technologias support of national programs and increased adapfioa
committee iorporationagnostic andtrives to providen industry view ofthese emerging
technologies to help the practitioner community make more informed decisions.
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